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\ 1. A pre-boot security controller adapted for inclusion in 
an el^^ctronic device that includes both a digital computer and a 
power \ubsystem for energizing operation of the digital computer, 
the pre-^l^ot security controller receiving electrical power even 
though the^ power subsystem is not energizing operation of the 
digital completer and being adapted for enabling the power subsystem 
to energize operation of the digital computer upon receiving a pre- 



recorded user password by the pre-boot security controller, the 
pre-boot security^c^ntr oiler comprising: 

a nonvolatile password memory that stores at least one user 
password; \ 

a password input ciis;cuit for receiving a password that is to 
be compared with any user^.^passwords recorded in said password 
memory ; \ 

a digital logic circuit f or^c^omparing the password received by 
said password input circuit with "^y user passwords recorded in 
said password memory if the pre-boot\security controller is in a 
security operating mode; and \ 

an output circuit that is coupled ^^o said digital logic 
circuit for transmitting an output signal tdv the power subsystem 
that enables the power subsystem to energize\ operation of the 
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digital computer if the password received by said password input 
cirquit matches a user passwords recorded in said password memory • 

\ 

2. \ The pre-boot security controller of claim 1 wherein said 
password m^ory is electronically rewritable. 

3. The^^s^^e-boot security controller of claim 1 wherein said 
password memory sfe^arately records at least one user password and 
at least one supervisor password. 



4. The pre-boot seWrity controller of claim 1 wherein said 
password input circuit is a ^keypad interface that is adapted to be 
coupled to a security keypad far receiving the password that a user 
of the electronic device entersv, using the security keypad for 
comparison with user passwords recox;ded in said password memory. 



\ 



\ 

5. The pre-boot security controller of claim 4 wherein, when 
in a password entry mode, the keypad interface may also receive 
from the security keypad user passwords th^ the digital logic 
circuit records in said password memory. \^ 

\ 

V 

6. The pre-boot security controller of claim \ wherein upon 
receiving a password by said password input circuit wl\ich matches 
a user password recorded in said password memory, the. pre-boot 



# 
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security controller transitions from the security operating mode to 
an\ application operating mode in which the pre-boot security 
controller preserves data about pressings of the security keypad. 

\ 

7^\^ The pre-boot security controller of claim 1 wherein said 
digital l^ogic circuit is a state machine. 

\ 

8. Tliis^ pre-boot security controller of claim 1 wherein said 
output circui^ also provides an output signal which indicates 
existence of the\security operating mode. 



9. The pre-bobt security controller of claim 1 further 
comprising a System Management Bus ("SMBus") interface adapted to 
exchange signals with a kjlBus included in the electronic device, 
said SMBus interface enabling the pre-boot security controller to 
receive user passwords for s^sorage in said password memory. 



10. An electronic device comprising: 
a digital computer; 

a power subsystem for energizih^ operation of said digital 
computer ; and 

a pre-boot security controller that Veceives electrical power 
even though said power subsystem is not energizing operation of 
said digital computer and that is coupled to\said power subsystem 
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f OT\ enabling said power subsystem to energize operation of said 
digital computer upon receiving a pre-recorded user password by 
10 said pre-boot security controller, said pre-boot security control- 
ler inc^;^uding: 

\ a nonvolatile password memory that stores at least one 



6 



user Istassword; 

a p^assword input circuit for receiving a password that is 
15 to be con[ipared with any user passwords recorded in said 

Q password m^ory; 

y a digital logic circuit for comparing the password 

S V .... 

^ received by sai^ password input circuit with any user pass- 

^ words recorded said password memory if the pre-boot 

20 security controller^^is in a security operating mode; and 

3 an output circui)k^that is coupled to said digital logic 

B circuit for transmitting an output signal to said power 

y subsystem that enables isaid power subsystem to energize 

operation of said digital coinputer if the password received by 
25 said password input circuit marches a user passwords recorded 

in said password memory. 

11. The electronic device of claii^lO wherein said password 
memory included in said pre-boot security cpntroller is electroni- 
cally rewritable. 
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2 . The electronic device of claim 10 wherein said password 
memory\ included in said pre-boot security controller separately 
records \at least one user password and at least one supervisor 
password* 

13 . The^ electronic device of claim 10 wherein said password 

input circuit ^ncluded in said pre-boot security controller is a 

'\ 

keypad interfac^^, the electronic device further comprising a 

security keypad th\t is coupled to the keypad interface to transmit 

\ 

thereto for comparison with user passwords recorded in said 



\ 

pi 

enters using the security keypad. 



password memory the pcb^sword that a user of the electronic device 



14. The electronic device of claim 13 wherein the keypad 
interface of said pre-boot security controller, when said pre-boot 
security controller is in a pa ssw^d entry mode, may also receive 
from the security keypad user passwords that the digital logic 
circuit records in said password memo^. 



15. The electronic device of claim iN3 wherein said pre-boot 
security controller, upon receiving a passw^^d by said password 
input circuit which matches a user password^recorded in said 
password memory, transitions from the security operating mode to a 
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ap^s^lication operating mode in which the pre-boot security control- 

ler preserves data about pressings of the security keypad. 

\ 

*\ 

16. \ The electronic device of claim 10 wherein said digital 

logic circviit included in said pre-boot security controller is a 

\ 

state machiri^« 

\ 
\ 

17. The electronic device of claim 10 wherein said output 

\ 

circuit of said Jstre-boot security controller also provides an 
output signal which N|.ndicates existence of the security operating 

mode, the electronic '^evice further comprising a status output 

\ 

subsystem which receivesXthe output signal and presents a user of 

the electronic device wit^ a perceptible indication that the 

\ 

. \ 

security operating mode exists. 

\ 

\ 

18. The electronic device claim 10 wherein said pre-boot 

\ 

security controller further incl\a^es a SMBus interface, the 
electronic device further comprisingN^ SMBus host that is coupled 
by a SMBus to the SMBus interface thWeby enabling a computer 
program executed by said digital computer\to record user passwords 
into said password memory via the SMBus. 
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